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Would you like to use the Internet with confidence?  In this course you will learn how to 
safely and securely access the Internet, communicate and conduct business online.   
 
After completing this course, you will be able to: 
 
¶ Identify online security threats and know how to avoid them 

¶ Choose security software and adjust your computer settings for maximum safety 

¶ Access the World Wide Web 

¶ Set up a free email account, send and receive email and attachments 

¶ Use search engines effectively to find information 

¶ Create bookmarks and save online information 

¶ Shop, job-hunt, and bank online 
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GetNetWise is a public service 
sponsored by Internet industry 
corporations and public interest 
organizations to help ensure that 
Internet users have safe, 
constructive, and educational or 
entertaining online experiences. 
 
For more information, visit 
http://security.getnetwise.org/tips/ 

 

Safety and security  
 
Using the Internet offers huge benefits.  It essentially brings the world to your computer.  Along with the 
benefits come some dangers.  It is important for anyone using the Web to know how to recognize danger 
and how to protect themselves. 
 

Threats and Types Of Malware 
 
Identity Theft/Phishing:  Thieves get your social security number, drivers license number, credit card 
numbers or other account information to drain funds from your bank account, use your credit cars or open 
accounts in your name.  They may fish (phish) for your personal information with fraudulent emails, 
websites designed to look like legitimate businesses and even offers of free security programs or other 
software for your computer. 
 
Viruses/Worms/Trojan Horses:  Malicious software (Malware) installs itself on your computer.  These 
programs can replicate themselves and use your computer to send themselves out to others with whom you 
connect (that is, those on the same network, those to whom you send/receive email, contacts in your email 
program).  Malware can destroy files, cause glitches in software, disable your computer and cause harm to 
others with whom you connect.  
 
Spyware/Adware:  Software that installs itself on your computer without your knowledge.  It collects 
information about you, your computer use or your browsing habits.  It may display unsolicited 
advertisements or redirect your browser to sites trying to sell you something.  This type of malware does not 
spread from one computer or network to another like viruses.  It is usually installed on your computer from 
websites you click on or peer-to-peer software you install on your computer. 
 
 

Security Tips from GetNetWise.org 
 

Always Use Anti-Virus Software - And keep the software 
up-to-date. Over 500 new viruses are discovered each month. 
You are not just protecting yourself when using virus software, 
but also others you communicate with. 
 

Always Use a Firewall - A firewall is an "internal lock" for 
information on your computer. Many computer operating 
systems already have firewalls installed, you just have to turn 
them on. There are many other firewalls available to download 
or buy that help you secure your computer.  
 

Learn the risks and rules associated with sharing files or your Internet connection - You can 
be exposed to danger via e-mail, file-sharing, a broadband connection or a Wi-Fi connection.  
 

Use an SSL secure connection for transactions involving the sharing of sensitive personal 
information: Secure Socket Layer (SSL) technology encrypts transactions by creating a secure tunnel 
between your computer and the Web site server. Before you type in your credit card or sensitive 
information, be sure to look for indicators that the site is encrypted. 
 

http://security.getnetwise.org/tips/
http://www.getnetwise.org/glossary#ssl
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What to look for:  Signs of a secure connection 
 
1. When sending sensitive info, the Web site address should start with https://. The 's' stands for secure. 

2. You can also look for a padlock icon or a solid key icon on your Web browser. 

3. To learn more about the security of the site, click on the padlock (or key) icon. 

4. Also, look to see if the site has a note about the security of your information. The industry standard for 
protecting your information is called SSL -- which stands for secure sockets layer. 

5. In general, you should never purchase goods from a site unless you have reason to believe the vendor 
is reputable. 

 
In Internet Explorer 

¶ Look for a yellow padlock to the right of the address box 

¶ Look for the web address to start with https, "S" is for secure 
 
 
 
 
 
 
 
 
In Firefox 

¶ Look for the web address to start with https, "S" is for secure 

¶ Look for a yellow padlock on the bottom right hand of the window 
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Security Tools 
 
To keep hackers out, all computers need to be protected with the following primary security tools: 

¶ Firewall that protects your computer and your network if youôre on shared network 

¶ Antivirus Software that is continually updated 

¶ E-mail Filters from your email provider that prevent spam and infected files 
 
 

Vista Security Measures 
 
Vista security features help guard your computer in a variety of ways that can be accessed through the 
Control Panel.  Go to:    

Start > Control Panel > Security 
 
 
 
 

Start 

Control 
Panel 
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Start > Control Panel > Security  
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

Make sure you turn on 

all automatic updates  
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Online excerpt from: The Tech Herald 

 
Rogue anti-Virus earns almost 

$34 million a month 
 

by Steve Ragan - Jul 30 2009 
 
é Rogue anti-Virus infections are easy to spot. They 
create popup warnings and offer scans that seem to 
come out of nowhere on a system. These scans and 
warnings will alert you to various issues and infections 
and often use the names of actual Malware to hammer 
home a point. This point is fear, and for a price, they will 
remove these infections.  

ñBy taking advantage of the fear in Malware attacks, they 
prey upon willing buyers of their fake anti-virus software, 
and are finding more and more ways to get to their 
victims, especially as popular social networking sites and 
tools like Facebook and Twitter have become 
mainstream,ò Corrons added.   

http://www.thetechherald.com/article.php/200931/4154/Rogue-
anti-Virus-earns-almost-34-million-a-month 
 

Check the status of essential Security settings 
Start > Control Panel > Security > Security Center 
 

 
 
 

Windows Defender Scans your computer for spyware and protects it against pop-ups, unwanted software 
and other security threats.   
 
Windows Firewall blocks unauthorized access while permitting authorized communications between the  
computer and the Internet.  It is sometimes necessary to disable the Windows firewall temporarily when 
installing certain software 
 
 

 
The Need for Anti-Virus Protection 
 
Even with all of the Security protections Vista offers and 
the  protections offered by most major web browsers 
and email providers, it is still necessary to install a 
separate anti-virus program that updates itself 
continually.   
 
Some anti-virus programs are offered for free, and 
some you have to pay for.  Two of the most established 
paid subscription services are McAfee Virus Scan Plus 
and Norton Anti-Virus, but there are many others.  
Annual costs for one computer start at around $25.00 
for some lesser-known programs. 
 
Since rogue anti-virus and anti-spyware software can 
trick you into downloading their products, itôs extremely 
important to know that the source of the program is 
legitimate.  One way to know that is to have the 
software reviewed by a reputable third-party.  A Spring 
2009 article in PC Magazine (PCMag.com) compared 
Security Suites as reflected in the table on page 8. 
 
 

http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month
http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month
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PC Magazine Review of Paid Security Suites 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
PC Magazine Review of Free Security Suites 
 
PC Magazine (PCMag.com) also reviewed and rated free security software in an article on June 2, 2009.  
Authored by Neil J. Rubenking, the article is entitled , 12 Free Security Software Tools.  It can be found at 
http://www.pcmag.com/article2/0,2817,2350199,00.asp.  The following is an excerpt: 
 
é A Free Suite? 
As you can see, it's possible to cobble together a passable security suite using only free utilities. Firewall, 
anti-malware, antispam, even parental controlðit's all out there for the taking. 
 

Anti-Malware 
avast! antivirus 4.8 Home Edition     
Its virus protection isn't far behind that of the top antivirus products. It removes spyware nearly as well as the top 
antispyware, and its resident protection against new infestation is excellent. This is some seriously impressive protection, 
considering that it's free for personal use. 

Source:  PC Magazine         http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp 

Note:  Prices 
based on covering 
3 computers. 

 

http://www.pcmag.com/article2/0,2817,2350199,00.asp
http://www.pcmag.com/article2/0,2817,2282699,00.asp
http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp
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AVG Anti-Virus Free 8.0        
AVG Anti-Virus Free 8.0's protection is nearly as good as that of the top for-pay antivirus and antispyware products. 
Scanning of search links for dangerous pages is an added bonus. And as long as it's for your personal home use, it's free! 
 
Malwarebytes' Anti-Malware 1.36      
Malwarebytes' Anti-Malware does a good job of cleaning up malware, especially those annoying rogue security programs, 
though it's not effective against commercial keyloggers or rootkits. And the real-time protection in the extra-cost Pro edition 
isn't worth the money. But be sure to add the free edition to your security arsenal. 
 
Panda Cloud Antivirus 0.9 Beta       
This lightweight, attractive, free anti-malware tool uses no signatures. All malware detection occurs online. Some snags I hit 
in testing indicate that Panda still has a little work to do on this beta. But even now it's effective at protecting a clean system.  
 
ThreatFire 4.5   
Your standard signature-based anti-malware utility catches most things that attack your computer. ThreatFire offers 
supplemental protection against zero-day attacks that are too new to have a signature. It's a fine, free addition to your 
security arsenalðI use it myself. 

Antispam 
 

SPAMfighter Standard  
If you need free spam filtering and don't mind having an advertising footer added to all your outgoing messages, this is a 
great solution. It's nearly as effective as the best community-based filters. If you need the features of the $29 Pro edition, 
though, I'd suggest looking at iHateSpam ($19.95) or Cloudmark Desktop ($39.95) instead. 
 

Firewall 
 

Comodo Firewall Pro 3.0  
Comodo Firewall Pro 3.0 aces all the basic personal firewall tasks. Its Defense+ module protects critical system areas. Yes, 
Defense+ flags both good and bad programs, but Installation mode can cut down the hassle factor. Best of all, it's totally free 
for personal or professional use. 
 
ZoneAlarm 8.0   
ZoneAlarm 8.0 offers effective basic personal firewall protection at a fantastic priceðfree! But if you want advanced features 
like automatic program control configuration, exploit prevention, or behavior-based operating-system protection, you'll have to 
upgrade to the paid version. 

Parental 
 

K9 Web Protection 4.0  
This parental-control utility lacks many features found in the competition, most notably the ability to define different settings 
for different users. But what it does, it does well. If you can live within its limitations it's a good, free choice. 
 
OnlineFamily.Norton   
This free Web-based product has everything you'd expect in a parental-control system, and more. It blocks bad sites, 
controls time on the computer, supervises chat, and even watches social network use on all your PCs and Macs. Settings 
are stored in the cloud, making remote configuration and reporting simple. 
 

Password Management 
 

LastPass 1.50   
LastPass is a free, feature-rich password manager and Web form filler. It has almost every software feature found in any 
competitor, plus some unique features of its own. Numerous mobility options mean you can use it wherever you are. 
 

Utility 
AppRemover 1.5   
AppRemover aims to clean up traces of old security products that keep you from installing a new one. It doesn't support 
uninstallation of every product and doesn't successfully clean out all those it does support. Still, give it a try if you're vexed  
by "stuck" security. It's free, it's lightweight, and it couldn't hurt.  

http://www.pcmag.com/article2/0,2817,2291382,00.asp
http://www.pcmag.com/article2/0,2817,2345349,00.asp
http://www.pcmag.com/article2/0,2817,2346649,00.asp
http://www.pcmag.com/article2/0,2817,2347573,00.asp
http://www.pcmag.com/article2/0,2817,2319566,00.asp
http://www.pcmag.com/article2/0,2817,2283485,00.asp
http://www.pcmag.com/article2/0,2817,2279961,00.asp
http://www.pcmag.com/article2/0,2817,2236657,00.asp
http://www.pcmag.com/article2/0,2817,2336331,00.asp
http://www.pcmag.com/article2/0,2817,2347737,00.asp
http://www.pcmag.com/article2/0,2817,2346364,00.asp
http://www.pcmag.com/article2/0,2817,2343562,00.asp
http://www.pcmag.com/article2/0,2817,2350200,00.asp
http://www.pcmag.com/article2/0,2817,2342596,00.asp
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Some Internet Service Providers also offer reliable virus protection as part of their Internet package of 
services.  For example, in the Tallahassee market, Comcast offers McAfee malware protection with its high 
speed Internet service.  Users still have to go to the site and download the software to each computer they 
wish to cover. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Steps you can take to stay safe 
 
With your Security software in place, following a few online rules will help keep you protected. 
 
1. Keep your anti-virus, operating systems and Firewall programs up to date. 

2. Never open files on CDs, memory sticks or downloads unless you first scan them with your anti-virus 
program.  

3. Scan any program you download from a forums or other Web site for viruses before opening  it.  

4. Be suspicious of the following types of e-mails: 

¶ Those from addresses/senders that you don't recognize. 

¶ Those that do not greet you by name.  Phishing e-mails most often use generic greetings. 

¶ Those that ask you to update sensitive information, such as your password, account number, etc.  
Legitimate businesses almost never ask for this type of information in email. 

5. If you are unsure of the source of a link in an email, do not click on it.  Instead, if you really want to go to 
the site, type the web address into your browserôs address bar and go from there. 

6. Report instances of spam, phishing or other online fraud to your email provider and any legitimate 
company who is being impersonated.  Also report to government sources if it is a serious scam.  If your 
identity is stolen, you should file a police report.  You can also file a report online at  www.ic3.gov, the 
Internet Crime Complaint Center (IC3), a partnership of the FBI, the National White Collar Crime Center 
(NW3C), and the Bureau of Justice Assistance (BJA). 

http://www.ic3.gov/
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Access the Internet/World Wide Web  
 

Internet Service Providers 
 
In order to access the Internet or World Wide Web (the Web), your computer needs to connect with it 
through an Internet Service Provider (ISP).  Most providers charge a fee, which varies from $10 to more 
than $100, depending on the type of connection that is provided.  Broadly the types of ISPs are:  
 

¶ Dial-up: Uses phone line; slowest and least expensive way to connect 

¶ Broadband: High-Speed Internet access that is always on and faster than dial-up.  Types of 
Broadband connections depend on how the data is transmitted and include: 

¶ DSL (Digital Subscriber Line):  Purchased from a phone company and transmitted over telephone 
lines in digitalized form; faster than dial-up access  

¶ Cable high-speed Internet:  Purchased from a cable TV company, such as Comcast or Cox, and 
transmitted through the same cables that deliver television 

¶ Wireless:  Purchased from satellite providers or from mobile telephone service providers; 
transmission via radio or infrared waves 

 
 

Web Browsers    
 
Browsers are software programs that allow you to find information and initiate various kinds of media on the 
Web, such as web sites, videos, audio files, etc.  Five browsers widely used in the U.S. are: 

¶ Microsoft Internet Explorer 

¶ Mozilla Firefox  

¶ Google Chrome  

¶ Opera 

¶ Apple Safari (for Mac users) 
 
 

Vista and Microsoft Internet Explorer 
 

If you are using a computer with Vista operating system, Internet Explorer 8 should already be loaded on 
your computer.  You can go directly to the web by clicking on:  
 
    Start > Internet Explorer  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




















































