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Would you like to use the Internet with confidence?  In this course you will learn how to 
safely and securely access the Internet, communicate and conduct business online.   
 
After completing this course, you will be able to: 
 
¶ Identify online security threats and know how to avoid them 

¶ Choose security software and adjust your computer settings for maximum safety 

¶ Access the World Wide Web 

¶ Set up a free email account, send and receive email and attachments 

¶ Use search engines effectively to find information 

¶ Create bookmarks and save online information 

¶ Shop, job-hunt, and bank online 
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GetNetWise is a public service 
sponsored by Internet industry 
corporations and public interest 
organizations to help ensure that 
Internet users have safe, 
constructive, and educational or 
entertaining online experiences. 
 
For more information, visit 
http://security.getnetwise.org/tips/ 

 

Safety and security  
 
Using the Internet offers huge benefits.  It essentially brings the world to your computer.  Along with the 
benefits come some dangers.  It is important for anyone using the Web to know how to recognize danger 
and how to protect themselves. 
 

Threats and Types Of Malware 
 
Identity Theft/Phishing:  Thieves get your social security number, drivers license number, credit card 
numbers or other account information to drain funds from your bank account, use your credit cars or open 
accounts in your name.  They may fish (phish) for your personal information with fraudulent emails, 
websites designed to look like legitimate businesses and even offers of free security programs or other 
software for your computer. 
 
Viruses/Worms/Trojan Horses:  Malicious software (Malware) installs itself on your computer.  These 
programs can replicate themselves and use your computer to send themselves out to others with whom you 
connect (that is, those on the same network, those to whom you send/receive email, contacts in your email 
program).  Malware can destroy files, cause glitches in software, disable your computer and cause harm to 
others with whom you connect.  
 
Spyware/Adware:  Software that installs itself on your computer without your knowledge.  It collects 
information about you, your computer use or your browsing habits.  It may display unsolicited 
advertisements or redirect your browser to sites trying to sell you something.  This type of malware does not 
spread from one computer or network to another like viruses.  It is usually installed on your computer from 
websites you click on or peer-to-peer software you install on your computer. 
 
 

Security Tips from GetNetWise.org 
 

Always Use Anti-Virus Software - And keep the software 
up-to-date. Over 500 new viruses are discovered each month. 
You are not just protecting yourself when using virus software, 
but also others you communicate with. 
 

Always Use a Firewall - A firewall is an "internal lock" for 
information on your computer. Many computer operating 
systems already have firewalls installed, you just have to turn 
them on. There are many other firewalls available to download 
or buy that help you secure your computer.  
 

Learn the risks and rules associated with sharing files or your Internet connection - You can 
be exposed to danger via e-mail, file-sharing, a broadband connection or a Wi-Fi connection.  
 

Use an SSL secure connection for transactions involving the sharing of sensitive personal 
information: Secure Socket Layer (SSL) technology encrypts transactions by creating a secure tunnel 
between your computer and the Web site server. Before you type in your credit card or sensitive 
information, be sure to look for indicators that the site is encrypted. 
 

http://security.getnetwise.org/tips/
http://www.getnetwise.org/glossary#ssl
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What to look for:  Signs of a secure connection 
 
1. When sending sensitive info, the Web site address should start with https://. The 's' stands for secure. 

2. You can also look for a padlock icon or a solid key icon on your Web browser. 

3. To learn more about the security of the site, click on the padlock (or key) icon. 

4. Also, look to see if the site has a note about the security of your information. The industry standard for 
protecting your information is called SSL -- which stands for secure sockets layer. 

5. In general, you should never purchase goods from a site unless you have reason to believe the vendor 
is reputable. 

 
In Internet Explorer 

¶ Look for a yellow padlock to the right of the address box 

¶ Look for the web address to start with https, "S" is for secure 
 
 
 
 
 
 
 
 
In Firefox 

¶ Look for the web address to start with https, "S" is for secure 

¶ Look for a yellow padlock on the bottom right hand of the window 
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Security Tools 
 
To keep hackers out, all computers need to be protected with the following primary security tools: 

¶ Firewall that protects your computer and your network if youôre on shared network 

¶ Antivirus Software that is continually updated 

¶ E-mail Filters from your email provider that prevent spam and infected files 
 
 

Vista Security Measures 
 
Vista security features help guard your computer in a variety of ways that can be accessed through the 
Control Panel.  Go to:    

Start > Control Panel > Security 
 
 
 
 

Start 

Control 
Panel 
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Start > Control Panel > Security  
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

Make sure you turn on 

all automatic updates  
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Online excerpt from: The Tech Herald 

 
Rogue anti-Virus earns almost 

$34 million a month 
 

by Steve Ragan - Jul 30 2009 
 
é Rogue anti-Virus infections are easy to spot. They 
create popup warnings and offer scans that seem to 
come out of nowhere on a system. These scans and 
warnings will alert you to various issues and infections 
and often use the names of actual Malware to hammer 
home a point. This point is fear, and for a price, they will 
remove these infections.  

ñBy taking advantage of the fear in Malware attacks, they 
prey upon willing buyers of their fake anti-virus software, 
and are finding more and more ways to get to their 
victims, especially as popular social networking sites and 
tools like Facebook and Twitter have become 
mainstream,ò Corrons added.   

http://www.thetechherald.com/article.php/200931/4154/Rogue-
anti-Virus-earns-almost-34-million-a-month 
 

Check the status of essential Security settings 
Start > Control Panel > Security > Security Center 
 

 
 
 

Windows Defender Scans your computer for spyware and protects it against pop-ups, unwanted software 
and other security threats.   
 
Windows Firewall blocks unauthorized access while permitting authorized communications between the  
computer and the Internet.  It is sometimes necessary to disable the Windows firewall temporarily when 
installing certain software 
 
 

 
The Need for Anti-Virus Protection 
 
Even with all of the Security protections Vista offers and 
the  protections offered by most major web browsers 
and email providers, it is still necessary to install a 
separate anti-virus program that updates itself 
continually.   
 
Some anti-virus programs are offered for free, and 
some you have to pay for.  Two of the most established 
paid subscription services are McAfee Virus Scan Plus 
and Norton Anti-Virus, but there are many others.  
Annual costs for one computer start at around $25.00 
for some lesser-known programs. 
 
Since rogue anti-virus and anti-spyware software can 
trick you into downloading their products, itôs extremely 
important to know that the source of the program is 
legitimate.  One way to know that is to have the 
software reviewed by a reputable third-party.  A Spring 
2009 article in PC Magazine (PCMag.com) compared 
Security Suites as reflected in the table on page 8. 
 
 

http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month
http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month
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PC Magazine Review of Paid Security Suites 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
PC Magazine Review of Free Security Suites 
 
PC Magazine (PCMag.com) also reviewed and rated free security software in an article on June 2, 2009.  
Authored by Neil J. Rubenking, the article is entitled , 12 Free Security Software Tools.  It can be found at 
http://www.pcmag.com/article2/0,2817,2350199,00.asp.  The following is an excerpt: 
 
é A Free Suite? 
As you can see, it's possible to cobble together a passable security suite using only free utilities. Firewall, 
anti-malware, antispam, even parental controlðit's all out there for the taking. 
 

Anti-Malware 
avast! antivirus 4.8 Home Edition     
Its virus protection isn't far behind that of the top antivirus products. It removes spyware nearly as well as the top 
antispyware, and its resident protection against new infestation is excellent. This is some seriously impressive protection, 
considering that it's free for personal use. 

Source:  PC Magazine         http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp 

Note:  Prices 
based on covering 
3 computers. 

 

http://www.pcmag.com/article2/0,2817,2350199,00.asp
http://www.pcmag.com/article2/0,2817,2282699,00.asp
http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp
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AVG Anti-Virus Free 8.0        
AVG Anti-Virus Free 8.0's protection is nearly as good as that of the top for-pay antivirus and antispyware products. 
Scanning of search links for dangerous pages is an added bonus. And as long as it's for your personal home use, it's free! 
 
Malwarebytes' Anti-Malware 1.36      
Malwarebytes' Anti-Malware does a good job of cleaning up malware, especially those annoying rogue security programs, 
though it's not effective against commercial keyloggers or rootkits. And the real-time protection in the extra-cost Pro edition 
isn't worth the money. But be sure to add the free edition to your security arsenal. 
 
Panda Cloud Antivirus 0.9 Beta       
This lightweight, attractive, free anti-malware tool uses no signatures. All malware detection occurs online. Some snags I hit 
in testing indicate that Panda still has a little work to do on this beta. But even now it's effective at protecting a clean system.  
 
ThreatFire 4.5   
Your standard signature-based anti-malware utility catches most things that attack your computer. ThreatFire offers 
supplemental protection against zero-day attacks that are too new to have a signature. It's a fine, free addition to your 
security arsenalðI use it myself. 

Antispam 
 

SPAMfighter Standard  
If you need free spam filtering and don't mind having an advertising footer added to all your outgoing messages, this is a 
great solution. It's nearly as effective as the best community-based filters. If you need the features of the $29 Pro edition, 
though, I'd suggest looking at iHateSpam ($19.95) or Cloudmark Desktop ($39.95) instead. 
 

Firewall 
 

Comodo Firewall Pro 3.0  
Comodo Firewall Pro 3.0 aces all the basic personal firewall tasks. Its Defense+ module protects critical system areas. Yes, 
Defense+ flags both good and bad programs, but Installation mode can cut down the hassle factor. Best of all, it's totally free 
for personal or professional use. 
 
ZoneAlarm 8.0   
ZoneAlarm 8.0 offers effective basic personal firewall protection at a fantastic priceðfree! But if you want advanced features 
like automatic program control configuration, exploit prevention, or behavior-based operating-system protection, you'll have to 
upgrade to the paid version. 

Parental 
 

K9 Web Protection 4.0  
This parental-control utility lacks many features found in the competition, most notably the ability to define different settings 
for different users. But what it does, it does well. If you can live within its limitations it's a good, free choice. 
 
OnlineFamily.Norton   
This free Web-based product has everything you'd expect in a parental-control system, and more. It blocks bad sites, 
controls time on the computer, supervises chat, and even watches social network use on all your PCs and Macs. Settings 
are stored in the cloud, making remote configuration and reporting simple. 
 

Password Management 
 

LastPass 1.50   
LastPass is a free, feature-rich password manager and Web form filler. It has almost every software feature found in any 
competitor, plus some unique features of its own. Numerous mobility options mean you can use it wherever you are. 
 

Utility 
AppRemover 1.5   
AppRemover aims to clean up traces of old security products that keep you from installing a new one. It doesn't support 
uninstallation of every product and doesn't successfully clean out all those it does support. Still, give it a try if you're vexed  
by "stuck" security. It's free, it's lightweight, and it couldn't hurt.  

http://www.pcmag.com/article2/0,2817,2291382,00.asp
http://www.pcmag.com/article2/0,2817,2345349,00.asp
http://www.pcmag.com/article2/0,2817,2346649,00.asp
http://www.pcmag.com/article2/0,2817,2347573,00.asp
http://www.pcmag.com/article2/0,2817,2319566,00.asp
http://www.pcmag.com/article2/0,2817,2283485,00.asp
http://www.pcmag.com/article2/0,2817,2279961,00.asp
http://www.pcmag.com/article2/0,2817,2236657,00.asp
http://www.pcmag.com/article2/0,2817,2336331,00.asp
http://www.pcmag.com/article2/0,2817,2347737,00.asp
http://www.pcmag.com/article2/0,2817,2346364,00.asp
http://www.pcmag.com/article2/0,2817,2343562,00.asp
http://www.pcmag.com/article2/0,2817,2350200,00.asp
http://www.pcmag.com/article2/0,2817,2342596,00.asp
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Some Internet Service Providers also offer reliable virus protection as part of their Internet package of 
services.  For example, in the Tallahassee market, Comcast offers McAfee malware protection with its high 
speed Internet service.  Users still have to go to the site and download the software to each computer they 
wish to cover. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Steps you can take to stay safe 
 
With your Security software in place, following a few online rules will help keep you protected. 
 
1. Keep your anti-virus, operating systems and Firewall programs up to date. 

2. Never open files on CDs, memory sticks or downloads unless you first scan them with your anti-virus 
program.  

3. Scan any program you download from a forums or other Web site for viruses before opening  it.  

4. Be suspicious of the following types of e-mails: 

¶ Those from addresses/senders that you don't recognize. 

¶ Those that do not greet you by name.  Phishing e-mails most often use generic greetings. 

¶ Those that ask you to update sensitive information, such as your password, account number, etc.  
Legitimate businesses almost never ask for this type of information in email. 

5. If you are unsure of the source of a link in an email, do not click on it.  Instead, if you really want to go to 
the site, type the web address into your browserôs address bar and go from there. 

6. Report instances of spam, phishing or other online fraud to your email provider and any legitimate 
company who is being impersonated.  Also report to government sources if it is a serious scam.  If your 
identity is stolen, you should file a police report.  You can also file a report online at  www.ic3.gov, the 
Internet Crime Complaint Center (IC3), a partnership of the FBI, the National White Collar Crime Center 
(NW3C), and the Bureau of Justice Assistance (BJA). 

http://www.ic3.gov/
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Access the Internet/World Wide Web  
 

Internet Service Providers 
 
In order to access the Internet or World Wide Web (the Web), your computer needs to connect with it 
through an Internet Service Provider (ISP).  Most providers charge a fee, which varies from $10 to more 
than $100, depending on the type of connection that is provided.  Broadly the types of ISPs are:  
 

¶ Dial-up: Uses phone line; slowest and least expensive way to connect 

¶ Broadband: High-Speed Internet access that is always on and faster than dial-up.  Types of 
Broadband connections depend on how the data is transmitted and include: 

¶ DSL (Digital Subscriber Line):  Purchased from a phone company and transmitted over telephone 
lines in digitalized form; faster than dial-up access  

¶ Cable high-speed Internet:  Purchased from a cable TV company, such as Comcast or Cox, and 
transmitted through the same cables that deliver television 

¶ Wireless:  Purchased from satellite providers or from mobile telephone service providers; 
transmission via radio or infrared waves 

 
 

Web Browsers    
 
Browsers are software programs that allow you to find information and initiate various kinds of media on the 
Web, such as web sites, videos, audio files, etc.  Five browsers widely used in the U.S. are: 

¶ Microsoft Internet Explorer 

¶ Mozilla Firefox  

¶ Google Chrome  

¶ Opera 

¶ Apple Safari (for Mac users) 
 
 

Vista and Microsoft Internet Explorer 
 

If you are using a computer with Vista operating system, Internet Explorer 8 should already be loaded on 
your computer.  You can go directly to the web by clicking on:  
 
    Start > Internet Explorer  
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As a Microsoft product, Internet Explorer is designed to work well with all Microsoft Office products.  The 
company also touts improved anti-phishing and anti-malware tools.  Other major browsers offer similar 
protection.  
 
You can use Microsoftôs Internet Explorer or download and use any other browser that you like.   For 
example, if you wanted to use another browser, you could easily open Internet Explorer and search for 
Mozilla Firefox or any of the others.  On the home page for each browser, you will find download 
instructions.  You can download any general browser for free. 
 
 
 
 
 
 
 

Setting Your Default Internet Browser 
Start > Default Programs > Programs box > Set this program as default 
 
Once you know which browser you want to use, you can make it your default browser by going to the Start 
menu, selecting Default Programs on the right side, highlighting the program you want in the Programs 
box, and clicking ñSet this program as default.ò 
 
Start > Default Programs > Set this program as default 
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Setting Your Internet Browser Home Page 
 
When you go to the Internet, you will want to start on the same page each time.  This beginning page is 
your Internet home page.  Some people like to make their home page a news page; some like to start with a 
search engine page; others like to use their email provider or a social networking site, such as Facebook.  
Itôs completely a matter of what best suits each user.     
 
Many pages allow you to customize the content you most want to see, and some allow you to arrange the 
page elements in the way you want.  For example, Google News lets you edit your page with the type of 
news stories you want to see; drag elements of the page around, so itôs laid out the way you like; add a 
local section, and other choices. 
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How to set your home page 
 
Select your online page > Menu bar > Tools > Options > Main tab > Use Current Page 
 
To establish your home page: 

¶ Go to the page on the Internet that you have selected for your home page 

¶ Select Tools from the Menu Bar, then Options 

¶ Select the Main tab 

¶ Under Startup, Home Page, click Use Current Page 
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Webmail:  Email on the Web 
 

Free email providers 
 
Most Internet Service Providers (ISP) offer users at least one and usually several email accounts.  So if you 
get Internet service through Comcast, for example, you can have up to 5 free email accounts 
@comcast.com.   
 
People who donôt want to be tied to their ISP, have many other choices for free email.  Three of the most 
popular free email providers in the U.S. are:  

¶ Windows Live Hotmail (Web address:  
http://login.live.com/login.srf?wa=wsignin1.0&rpsnv=11&ct=1249241838&rver=5.5.4177.0&wp=MBI&wreply=http:

%2F%2Fmail.live.com%2Fdefault.aspx&lc=1033&id=64855&mkt=en-US) 

¶ Yahoo! Mail (Web address: 
https://edit.yahoo.com/registration?.intl=us&new=1&.done=http%3A//mail.yahoo.com&.src=ym) 

¶ GMail  (Web address: https://www.google.com/accounts/)    
 
All 3 are web-based programs that you can access anywhere there is an Internet connection.   
 
 

Example:  Sign up for and use a Yahoo! Mail account 
 
1. Go to Yahoo.com  (type yahoo.com in the address bar, and hold down the Control key, hit Enter key) 

 

2. Click on ñYahoo Mailò 

 
 

 

3. Click on ñSign Up for Yahoo! 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

http://login.live.com/login.srf?wa=wsignin1.0&rpsnv=11&ct=1249241838&rver=5.5.4177.0&wp=MBI&wreply=http:%2F%2Fmail.live.com%2Fdefault.aspx&lc=1033&id=64855&mkt=en-US
http://login.live.com/login.srf?wa=wsignin1.0&rpsnv=11&ct=1249241838&rver=5.5.4177.0&wp=MBI&wreply=http:%2F%2Fmail.live.com%2Fdefault.aspx&lc=1033&id=64855&mkt=en-US
https://edit.yahoo.com/registration?.intl=us&new=1&.done=http%3A//mail.yahoo.com&.src=ym
https://www.google.com/accounts/
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4. Fill out the registration form 
 
5. Make sure you write down your Yahoo ID 

(the name you chose) & Password you 
chose. 

6. Cick ñCreate Accountò at bottom 

 

 

 

 

 

Using your email account 
 
Signing in 
 

7. Return to the Yahoo home page, click on Sign in to Yahoo 

8. Enter your new Yahoo ID (yourname@yahoo.com) 

 

9. Enter your password 

 

 

 

 

10. Click Sign In 

mailto:yourname@yahoo.com
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Mr 

 

Enter your mailbox 
 
11. At the home page, click Mail to enter your mailbox 

 
 
 
 
 
 
 

 
 
 
 
 

 
 
Check incoming email and send email to others 
 
12. Inside your mailbox, click on ñInboxò to see your messages 
 
 
13. To compose a new message, click on ñNewò 

 

 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
14. When youôre finished with the message, press ñSendò 
 

Attach a picture or document file 
 
15. If you want to send a photo or document along with your message, click ñAttachò 
 
16. Browse to the folder and file you want to send, select it, then click ñOpenò at the bottom.   
 
17. Click Send. 

 

Write your message here 

Type in address of recipient here 

 
Type in topic of message here 
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Open an Attachment in incoming email 
 

18. Identify messages with attachments first by seeing a paperclip icon in your Inbox message list 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
19.  Click on the message to open it. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
20. Put the cursor over the attachment and click it.  Then click ñDownload Attachment.ò 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Yahoo attachment column 

Notice the paperclip and name of 
attached file within the message. 
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Double clicking a downloaded file also causes it to open. 

Note on Saving Attachments:   
 

Even if you chose ñOpen withò and you 
see the file open in Microsoft Word, if you 
simply Save it, it will be saved  only in 
your ñTemporary files.ò   Usually you will 
want to choose ñSave Asò and put this 
document in your folders or on your 
desktop, so that you can find it again 
when you need it.  
 

21. To see the file, click on the button that says, ñOpen with,ò then click OK.  Once you have seen it, you 
can decide whether to save it or not.   

 
 
 
 
 

If you know you want to save it, and you 
donôt need to look at it right away, you can 
instead click on the ñSave Fileò button. 

 
 
 
 
 
 
 
 
 
 
 

 
Either way, the file will download.  You should see this box, which lets you know your file is ready for you 
to view it and/or save it. 

 

 
22. When youôre ready to leave email, click the ñSign Outò link near your name at the top left of the screen 
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Vistaôs Windows Mail 
 
Windows Mail is the successor to Outlook Express.  It organizes email, contacts, your calendar and 
newsgroups you choose to follow (Microsoft Communities).  Microsoft offers Windows Mail as part of the 
Vista operating system, and users may opt to use it or not.   
 
You must establish an email account prior to using Windows Mail.  (In other words, Windows Mail is not an 
email provider; rather it is an integrated email, contacts, calendar and newsgroups organizing system.)  You 
can access Windows Mail from the Vista Start Menu, but to make it functional, you must go online to 
http://download.live.com/wlmail  and download the Windows Live Mail software.  You also will be required to 
sign up for a Windows Live Mail account, which includes a Hotmail email address. 
 

Windows Mail can be accessed via the Start Menu:  Start > All Programs > Windows Mail 
 
 

If you have gone online and set up a Windows Live account with Hotmail, your Windows Mail should then 
work from your Start menu. 

Exercise:  Create and use a Yahoo email account  
 

1. Create your account:  Follow steps 1-6 from the list above  

2. Sign in to your new mailbox:  Follow steps 7-10 from the list above 

3. Enter your Mailbox:  Follow step 11 

4. Check your Inbox to read any messages that have come in:  Follow step 12   

5. Compose a message and send it to your teacher at CharlesJSawyer@yahoo.com:  Follow steps 
13 and 14 

6. Compose another message, only this time include an attachment with it:  Follow steps 13 ï 17 

7. Open the return email from your teacher and open the attachment that comes with it.  Save the 
attachment to your desktop:  Follow steps 18 -- 21 

8. When you are finished sending and receiving email, sign out of your account:  Follow step 22 

 

http://download.live.com/wlmail
mailto:CharlesJSawyer@yahoo.com


21 
 

Finding information  
 

Search Engines 
 
There are many types of Search Engines.  Some of the biggest general search engines are:  
 

¶ Google.com (80% market share) 

¶ Yahoo.com  

¶ Bing.com (Microsoftôs new engine*)  

¶ Ask.com 

 

*   Bing and Yahooôs search functions are slated to merge in 2010 if anti-trust laws allow.  The companies 
agreed to combine forces to compete more successfully with Google.  

 
 
Other search engines specialize in one type of information, such as:  
 
¶ OmniMedicalSearch.com for medical topics 

¶ FindLaw.com for legal information 

¶ Kayak.com for travel information 
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http://www.google.com/ 
 

Using Advanced Search options 
 
Many search engines have Advanced Search on 
their home page.  These options make it easier for 
users to narrow the responses to exactly what they 
are looking for.  For example, if you are looking up 
gardening, you might get 400 million pages to 
review.  Thatôs too many for anyone!   
 
With Advanced Search, you can narrow the results 
by putting in ñgardeningò in the Exact Phrase box, 
and ñbonsai treesò in the All of these words box.  
This might narrow the results to 2  million pages ï 
still too many.   
 
You can further focus the results by adding other 
words in the All of these words box, for example, 
ñpruningò to limit it further.  If youôre still 
overwhelmed with responses, say from vendors on 
the web trying to sell you pruning tools, you might 
put the word ñbuyò in the None of these words box. 

 
 

Using Google Advanced Search 
 
Google gives users many ways to search.  For 
example, from their home page, you can 
search the Web or only for Images, only for 
Videos, only for Maps, only for News, etc.   If 
you want to search the entire web, you may 
want to consider using their Advanced Search 
function.   
 
Starting on the Google home page: 

¶ Click on Advanced Search 

¶ Click in the exact wording or phrase box 

¶ Type your main topic 

¶ Click in the all these words box 

¶ Type in words that further define your topic 

¶ Hit Enter on your keyboard or click on the 
Advanced Search button at the bottom left 

 
Check the first page of results to see if youôre 
getting the results you are looking for.  If not: 

¶ Enter additional words in the one or more of 
these words boxes and/or 

¶ Enter a word or words in the But donôt show 
pages that have any of these unwanted words 
box 

¶ Hit Enter on your keyboard or click on the 
Advanced Search button at the bottom left

You can search the web for all information 
on the topic, or you can search only for 
images, news, videos, etc. 
 

http://www.google.com/
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Ads and non-commercial information 
 
It can be difficult to tell the difference between advertising and non-commercial information online. Many 
ads are not marked as such, and there is no process by which the truthfulness of content is screened.  
However, many search engines have places on the page that are clearly advertising areas.  Ads are 
immediately recognizable because they appear in those spaces. 
 
For example, in Google the right column of each page is reserved for ñSponsored Links.ò  Any link there is 
an ad.  Links at the very top of the page in a box with a colored background also are paid advertisements.   
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Other than noticing where information is on a page, you can look at the URL or Web address to see the 
source of the information.  In the example above, the first three informational sites appear to be legitimate 
sources of information:  Wikipedia, Oregon State University and CBS News. 
 

Web addresses / Domain names 
 
You no doubt have noticed the suffix after the period at the end of every Web address or domain.  These 
suffixes are often 3 letters, such as .com or .org or .edu.  At least 270 domain suffixes operate on the Web, 
and they indicate either the type of site or the location of the site.  Examples are .com for a commercial site; 
.edu for a site run by an educational institution; .nz for a site based in New Zealand, and .uk for a site based 
in the United Kingdom.  You can find a complete list of domain suffixes at:  
http://www.computerhope.com/jargon/num/domains.htm 
 

Tip:  You can save time typing in long domain names by copying and pasting them into the address bar, 

then hitting the Enter key.  Or if you know the root name of a .COM site, you can enter that in the address 
bar, then hold down the Control key and hit the Enter key.  For example, to go to http://www.CNN.com, 
simply type CNN in the address box, then press CTRL+ENTER.  The http://www and the .COM will be 
added for you. 

Ads 

Informational 
sites that 
may or may 

not turn out 
to be ads 
 

http://www.computerhope.com/jargon/num/domains.htm
http://www.cnn.com/
http://www/
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Creating bookmarks & saving online information 
 
Online bookmarks let you save Web addresses so that you can come back to them later.  Each Web 
browser has a slightly different way of making bookmarks. In all browsers, you want to start by being on the 
Web page youôre trying to bookmark.   
 
 

Create a bookmark In Firefox 
 

1. Click on Bookmarks in the Menu bar at the top left of your screen.   
2. Then click BookmarkThis Page. 
3. In the Edit This Bookmark box that pops up, you can either click ñDoneò at the bottom or you can 

click on the Bookmarks Menu to specify which of your folders you wish to keep the bookmark in. 
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Create a bookmark in Internet Explorer 
 

In Internet Explorer, bookmarks are called Favorites. 
 

1. Click on Favorites in the Menu bar at the top left of your screen.   
2. Click Add to Favorites 
3. In the Add a Favorite box that pops up, you can either click ñAddò at the bottom, or you can click on 

the Bookmarks Menu to specify which of your folders you wish to keep the bookmark in. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Create a bookmark in Google Chrome 
 
In Google Chrome, you click on the gold star to the left of the Web address, and the Bookmark menu drops 
down.  It operates in a similar way as Firefox and Internet Explorer in placing the page in any folder you 
wish. 
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Copy and save online information 
 
When you find information on the web that you want to save and use, you can save all or a portion of what 
you see on the screen.  You can usually copy and paste it into a document (in word processing programs 
such as WordPad or Microsoft Word, and into programs like PowerPoint or Excel too), though occasionally 
a web site will block the ability to do this.  When your web browser is displaying text or images that you want 
to copy and save, leave the browser on the web page and follow these steps.   
 

1. Start your word processing program and create or open a document into which you wish 
to paste the information.  

 

2. Go back to the web browser and select the information that you wish to copy   
¶ Place your cursor on the screen wherever you want to start copying.   

¶ Click and drag your mouse over the area you want to copy.   

¶ Because web pages may be composed of hidden tables, you may need to select only certain 
portions and repeat the process for other portions. 

 

3. Copy the selected area 
¶ Either click on ñEditò in the menu bar at the top of the page and select ñCopyò from the choices, or 

right-click and select ñCopyò. 
 

4. Paste the selection into the document 
¶ Go back to the document in the word processing program. 

¶ Either click on the programôs Edit menu and select ñPasteò or right click anywhere in the document 
and select ñPasteò.  

 

Notice after youôve pasted the information into the document that the formatting, including layout and font 
style, may not be the same as it was online.  If youôre familiar with formatting in the program youôre using, 
you may be able to fix that.   
 
Sometimes only the text is copied, and images are missing (as in WordPad).  Or in some cases, text is 
embedded as an image file.  In either case, you can usually copy and save the information as an image. 
 

Copy or save an image: 
 

It is even easier to copy or save an image only. 
 
Copy an image 

¶ Right Click the image 

¶ Select ñCopy Imageò 

¶ Go to an open document and select Paste 
 
Save an image 

¶ Right Click the image 

¶ Select ñSave Image Asò 

¶ Select a folder on your computer and save the file 
 

A Note about Copyright:   
 

While it is possible to copy text and images from the 
internet for your own use, it is not legal to disseminate 
the copies without permission of the creator of the work. 
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http://www.onguardonline.gov/topics/online-shopping.aspx 
 

Shopping Online 
 

Benefits 
 

Itôs no wonder the Internet became the worldôs largest shopping venue in fewer than 20 years.  Online 
shoppers enjoy the following benefits: 
 

¶ Itôs convenient. You donôt even have to leave the house.  

¶ Variety:  You can buy nearly anything online from flowers to plane tickets to cars.    

¶ The marketplace is truly worldwide.  You can find nearly anything made anywhere in the world. 

¶ Comparing prices from multiple vendors is easy. 

¶ Expert and consumer reviews make it easy to compare product features and quality  
 

Reliability and Safety 
 

Reliability:  Shopping online is probably as reliable or more reliable than catalog or mail-order shopping 
used to be.  Issues such as packages not arriving or dissatisfaction with the items ordered do happen, but 
most online shopping is satisfactory to buyers.  The explosive growth of online shopping shows that people 
return again and again. 
 
Bricks-and-mortar stores such as Office Depot, Sears and Loweôs can be trusted to stand by their products 
and be financially responsible.  With online giants like Amazon and Ebay, you may be buying from an 
established store or you may be buying from an individual.  Either way, customer reviews of vendors go a 
long way towards keeping the shopkeepers honest.   
 

Safe online shopping:  The Federal Trade Commission (FTC) and its partners maintain the OnGuard 
Online site, which offers practical tips for being safe while you shop.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.onguardonline.gov/topics/online-shopping.aspx
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Getting the best deal   
 
Comparison shopping:  No matter what youôre shopping for, comparing prices among online vendors is 
as easy as typing the product or service into a Search Engine.  You can look at individual vendor sites, or 
you can save time by using comparison sites.  Examples of general comparison sites include: 
 
 
 

¶ Yahoo! Shopping 

¶ Price Grabber 

¶ Nextag 
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Some comparison sites that specialize in one or several kinds of merchandise. 

 
¶ CNET.com specializes in tech product reviews, news, price comparisons & free software downloads  

 

 
 
 

 
 
 
 

 
 
 

 
 
 

 
 
 
¶ Phonedog.com specializes in cell phones 

 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

Shipping charges:  Another consideration when comparing prices online is shipping charges.  Online 
retailers vary considerably in what they charge for shipping the same item.  On small items the shipping 
cost can be more than the price of the item youôre buying.  It pays to shop around and to get all of the 
details of the deal.   
 

Taxes:  Taxes also may make online costs different from shopping in person.  Some sites charge and pay 
state sales taxes, and others donôt.  Reputable sites will collect taxes that are due in your state.   
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Job-hunting online 
 
The Internet has changed the face of job-hunting forever.  It has never been easier to learn about jobs being 
advertised.  You can simply type jobs or job search in a search engine, and narrow it down from there.  It is 
also more difficult to distinguish yourself from multitudes of other people competing for the same jobs.  
 

Find out about available jobs 
 

Job search sites and employment portals 
 
Scads of Web sites post job openings, and most provide a mechanism for replying to these 
announcements, such as posting your resume online.  Typically, job portals offer methods for narrowing the 
job announcements you would like to see.  You can search by the type of job you are seeking, the location 
of the job, the industry of which the job is a part, the most recent job announcements, etc.  If you register for 
a free account, most job search sites also will send job announcements that meet your criteria directly to 
your email inbox.   
 
Many job search sites also offer registrants a mechanism for posting  their resumes and sending them out 
directly to potential employers.  These sites also help job seekers by keeping track of cover letters and 
which jobs they have applied for. 
 
Some widely used national job search sites include: 

¶ CareerBuilder.com 

¶ Monster.com 

¶ Indeed.com 
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Job Resources sites 
 
Some sites donôt announce job openings, but provide helpful information for job seekers, such as resume 
and interview advice.  These sites may also provide links to sites that actually announce job openings.  
Examples of Job Resources sites include: 

 
http://www.job-hunt.org/index.html 
Job-Hunt.Org provides lists of links, by category or location, for:  
¶ Web job sites where you can search for a job and/or leave a copy of your resume.  
¶ Web sites which provide information and/or support useful in the job-search process.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
http://www.microsoft.com/protect/yourself/personal/resume_us.mspx 
Microsoft article:  Beware of scams when job-hunting online (how to protect yourself) 
 

 
 

 

 
 
 
 
 
 
 
 
 
 

http://www.job-hunt.org/index.html
http://www.microsoft.com/protect/yourself/personal/resume_us.mspx
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http://www.weddles.com/tips/seekers.htm 
WEDDLE's Newsletter For Job Seekers & Career Activists 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Job networking sites 
 
The old adage about,  ñItôs not what you know; itôs who you know,ò is as true for people seeking jobs online 
as it is in the outside world. Comparatively few applicants get jobs solely by responding to large national or 
multinational job boards.  Networking with people in your profession to find out about job openings before 
theyôre posted and getting referrals is an essential part of job seeking in the current climate. 
 
Examples networking sites are: 
 

¶ LinkedIn.com 

¶ Cachinko.com 

¶ MySpace.com (professional groups) 
 
 
 
 
 
 
 

http://www.weddles.com/tips/seekers.htm
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Banking online 
 

Why bank online? 
 
Many people are banking online for the same reasons theyôre shopping online: 

¶ Availability:  Customers can access their accounts 24 hours a day/7 days a week. 

¶ Convenience:  For most transactions, people can bank from home.  Also most online banks offer a free 
bill-paying service that tracks when bills are due and sends emails to customers as reminders.  
Customers can log in to their account and pay all of their bills with only a few mouse clicks.  

¶ Online banking is ñgreenerò:  Customers donôt have to drive to the bank, and far fewer trees have to be 
sacrificed than using paper checks and bank statements. 

 

Choosing an Online Bank 
 
If you like your current bank, you may want to see if they operate online.  Most local banks do have online  
sites that you can use.  Some offer more services than others.  Also, the cost for services will vary from one 
bank to the next.   
 
Banks also differ in their user interface (that is, how the information appears on the Web page).  But all have 
the standard information you would expect from looking at your paper bank statement.  The difference 
online is that you can see your updated information at any time you log into your account. 
 
For example, the next few illustrations show the Bank of America user interface, starting with the sign-in 
page.  Note the signs that you are about to enter a secure site:  the ñsò in the https:// in the address bar at 
the top of the screen and the small gold lock at the bottom right of the screen.   

 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

Look for signs of 
a secure site 

Look for signs of 
a secure site 

Search box 

Sign in 
area 
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The type of 
information you 

find on your 
bank statement. 

 

With ñBill Payò services, 
you enter your account 
information once, then 
you can pay your 
monthly bills with just a 
few mouse clicks.  You 
have the option of being 
notified by email when 
your bills are due. 
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Banking Review sites 
 
If you arenôt sure you want to continue with your local bank, or  you just want to shop around, many online 
sites track how banks are doing and what advantages they are giving to customers.  These sites keep up 
with positive and negative news about banks, interest rates banks are offering, policies that are favorable or 
unfavorable to customers, etc.  When choosing an online bank, reading through one or two of these sites 
can be very informative. 
 
http://www.bromoney.com/ 
The best CD rates, FDIC insured savings accounts, credit cards, and checking accounts. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
http://bankvibe.com/ 
The ultimate consumer guide to banking. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.bromoney.com/
http://bankvibe.com/
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http://www.e-wisdom.com/banking/?gbkg2 
e- wisdom: knowledge for the smart consumer 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Banking safely online 
 

Tips from the Federal Deposit Insurance Corporation 
http://www.fdic.gov/bank/individual/online/safe.html 

 
Confirm that an Online Bank Is Legitimate and that Your 
Deposits Are Insured .  Whether you are selecting a traditional bank 
or an online bank that has no physical offices, itôs wise to make sure 
that it is legitimate and that your deposits are federally insured. Here 
are tips specifically designed for consumers considering banking 
over the Internet.  
 
Read key information about the bank posted on its Web site. 
Most bank Web sites have an "About Us" section or something 
similar that describes the institution. You may find a brief history of 
the bank, the official name and address of the bankôs headquarters, 
and information about its insurance coverage from the FDIC.  
 
Protect yourself from fraudulent Web sites.  For example, watch 
out for copycat Web sites that deliberately use a name or Web 
address very similar to, but not the same as, that of a real financial 
institution. The intent is to lure you into clicking onto their Web site 
and giving your personal information, such as your account number 
and password. Always check to see that you have typed the correct 
Web site address for your bank before conducting a transaction. 

ñStatistically you are more likely 
to have your money stolen by 
someone you give your card to 
(like a waiter or sales clerk who 
could make a copy of it) than you 
are to have your money stolen 
online.  
 
If you are a victim of credit card 
fraud, éyou are usually only 
responsible for $50 of the 
charges but this varies by bank. 
Check with your bank for the 
exact amount. 
 
HeyBryan blog 
Information Security Consultant 
 
http://www.brighthub.com/computing/sm
b-security/articles/36540.aspx 
 

http://www.e-wisdom.com/banking/?gbkg2
http://www.fdic.gov/bank/individual/online/safe.html
http://www.brighthub.com/computing/smb-security/articles/36540.aspx
http://www.brighthub.com/computing/smb-security/articles/36540.aspx
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Verify the bankôs insurance status. 
To verify a bankôs insurance status, look for the familiar FDIC logo 
or the words "Member FDIC" or "FDIC Insured" on the Web site. 

 
Also, you should check the FDICôs online database of FDIC-insured 
institutions. You can search for an institution by going to Bank Find  
 

(formerly ñIs My Bank Insured?ò).  
 
Also remember that not all banks 
operating on the Internet are 
insured by the FDIC. Many banks 
that are not FDIC-insured are 
chartered overseas. If you choose 
to use a bank chartered overseas, 
it is important for you to know that 
the FDIC may not insure your 
deposits. Check with your bank or 
the FDIC if you are not certain. 
 
For insurance purposes, be 
aware that a bank may use 
different names for its online 
and traditional services; this 
does not mean you are dealing 
with separate banks.  
 
 
 
 

 

Where to file a complaint.  

If you know your bankôs primary regulator, you may file your complaint online or via e-mail using one of the 
following methods. If you are not certain where to file your complaint, you may contact any of the agencies 
listed below and they will direct you to the appropriate office. 

Federal Deposit Insurance Corporation:  http://www2.fdic.gov/starsmail 

Office of the Comptroller of the Currency (e-mail): customer.assistance@occ.treas.gov. 

Board of Governors of the Federal Reserve System:  http://www.federalreserve.gov/pubs/complaints 

Office of Thrift Supervision (e-mail): consumer.complaint@ots.treas.gov 

http://www2.fdic.gov/idasp/main_bankfind.asp
http://www2.fdic.gov/starsmail/
mailto:customer.assistance@occ.treas.gov
http://www.federalreserve.gov/pubs/complaints/
mailto:consumer.complaint@ots.treas.gov

