Windows Vista for the Web and Email

Charles J. Sawyer
Web Site: CharlieSawyer.Com
Email: Charlie@CharlieSawyer.Com
Phone: (850) 228-2166

Presented for

WILD
Wilderness Coast Public Libraries

Wilderness Coast Public Libraries computer training & some equipment
are made possible by a Library Services and Technology Act (LSTA)
grant administered by the State Library of Florida.

Some materials in this handout are from the Microsoft training site:
http://office.microsoft.com/training/training.aspx?AssetID=RC102448621033

Would you like to use the Internet with confidence? In this course you will learn how to
safely and securely access the Internet, communicate and conduct business online.

After completing this course, you will be able to:

Identify online security threats and know how to avoid them

Choose security software and adjust your computer settings for maximum safety
Access the World Wide Web

Set up a free email account

Use search engines effectively to find information

Create bookmarks online
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Shop, job-hunt, and bank online
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Safety and security

Using the Internet offers huge benefits. It essentially brings the world to your computer. Along with the
benefits come some dangers. It is important for anyone using the Web to know how to recognize danger
and how to protect themselves.

Threats and Types Of Malware

Identity Theft/Phishing: Thieves get your social security number, drivers license number, credit card
numbers or other account information to drain funds from your bank account, use your credit cars or open
accounts in your name. They may fish (phish) for your personal information with fraudulent emails,
websites designed to look like legitimate businesses and even offers of free security programs or other
software for your computer.

Viruses/Worms/Trojan Horses: Malicious software (Malware) installs itself on your computer. These
programs can replicate themselves and use your computer to send themselves out to others with whom you
connect (that is, those on the same network, those to whom you send/receive email, contacts in your email
program). Malware can destroy files, cause glitches in software, disable your computer and cause harm to
others with whom you connect.

Spyware/Adware: Software that installs itself on your computer without your knowledge. It collects
information about you, your computer use or your browsing habits. It may display unsolicited
advertisements or redirect your browser to sites trying to sell you something. This type of malware does not
spread from one computer or network to another like viruses. It is usually installed on your computer from
websites you click on or peer-to-peer software you install on your computer.

Security Tips from GetNetWise.org

GetNetWise is a public service

Always Use Anti-Virus Software - And keep the software sponsored by Internet industry
up-to-date. Over 500 new viruses are discovered each month. corporations and public interest
You are not just protecting yourself when using virus software, organizations to help ensure that
but also others you communicate with. Internet users have safe,
constructive, and educational or
Always Use a Firewall - A firewall is an "internal lock" for entertaining online experiences.
information on your computer. Many computer operating _ _ o
systems already have firewalls installed, you just have to turn For more information, visit
them on. There are many other firewalls available to download http://security.getnetwise.org/tips/

or buy that help you secure your computer.

Learn the risks and rules associated with sharing files or your Internet connection - You can
be exposed to danger via e-mail, file-sharing, a broadband connection or a Wi-Fi connection.

Use an SSL secure connection for transactions involving the sharing of sensitive personal
information: Secure Socket Layer (SSL) technology encrypts transactions by creating a secure tunnel
between your computer and the Web site server. Before you type in your credit card or sensitive
information, be sure to look for indicators that the site is encrypted.



http://security.getnetwise.org/tips/
http://www.getnetwise.org/glossary#ssl

What to look for: Signs of a secure connection

When sending sensitive info, the Web site address should start with https://. The 's' stands for secure.
You can also look for a padlock icon or a solid key icon on your Web browser.

To learn more about the security of the site, click on the padlock (or key) icon.
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Also, look to see if the site has a note about the security of your information. The industry standard for
protecting your information is called SSL -- which stands for secure sockets layer.

5. In general, you should never purchase goods from a site unless you have reason to believe the vendor
is reputable.

In Internet Explorer
1 Look for a yellow padlock to the right of the address box
1 Look for the web address to start with https, "S" is for secure

lrﬁ Bank of America' Home | Personal - Windows Internet Explorer

—

@ '\_) .bankofamerica.cc:m,"index.jsp @nk of America Corporation [U... ‘ +1 | A |

In Firefox
9 Look for the web address to start with https, "S" is for secure
1 Look for a yellow padlock on the bottom right hand of the window

[ﬂ' Bank ofAmerica]I Home | Personal - Mozilla Firefox o || @ =]
File Edit View History Bookmarks Tools Help

» C b w bankofameric 77 ~| |[Cl+| Google P

4+ 2, Most Visited *8 Gmail % Feraheme Information f... » 4
*% Gmail: Email from Google = | = Bank of America | Home | ... x -

Bankof America %%~ |

PERSONAL -~ SMALL BUSINESS »

Done W.hankmfamerica.cnlﬁ a2 )



Security Tools

To keep hackers out, all computers need to be protected with the following primary security tools:

1 Firewallt hat

protects

your comput

1 Antivirus Software that is continually updated
1 E-mail Filters from your email provider that prevent spam and infected files

Vista Security Measures

er

and your

net wor k

Vista security features help guard your computer in a variety of ways that can be accessed through the

Control Panel. Go to:

@ Internet Explorer
|

Welcome Center
4

Q Windows Media Center

:LJ Windows Media Player

P.
é_l.' AOL9.0

@ McAfee SecurityCenter
% - Gateway Game Console -

F?:m Windows DVD Maker

}'_._!." Microsoft Office Publisher 2007

-

| Programs

T )

TOREEREDNS 2%

Start > Control Panel > Security

Computer

Network

Connect To

Control

Control Panel
Default Program:
Administrative

’I Maintenance

I Get started with
Windows
' Back up your computer

~

System and

Security
Check for updates

(0

Network and

Internet
View network status
and tasks

Set up file sharing

/ Hardware and

Sound
Play CDs or other
media automatically

Printer
Mouse

‘_______-

8,

Check this computer's
security status - .
Allow a program h
¥ through Windows
Firewall

© °

User Accounts
and Family
Safety

, Set up parental
~ controls for any user

, Add or remove user
~ accounts

Appearance and

Personalization
Change desktop
background

Change the color
scheme

Adjust screen resolution

Clock, Language,

and Region
Change keyboards or
other input methods

Ease of Access

Let Windows suggest
settings

Optimize visual display



Start > Control Panel > Security

@™ Security Center

Check far heck this computer's security status
Turn automatic updating on or off ) ¥¥ Check firewall status

Require a password when the computer wakes

Make sure you turn on
all automatic updates

Windows Firewall
'ﬂ' Turn Windows Firewall on or off

|“|

a program through Windows Firewall

a"j

Windows Update

Turn automatic updating on or off eck forupdates | View installed updates

Windows Defender

Scan for spyware and other potentially unwanted software

Internet Options

Change security settings ysing historv and cookies

Internet Properties E

aral | Security | Frivacy | Content | Connections | Programs | hdvancedl

I Parenta' CDntrD|S Select a zone to view or change security settings.

" 'ﬂ' Set up parental controls for any user 'ﬂ"u’ie e & V, ®

m Local intranet  Trusted sites Restricted sites

Internet

j ) ) Sites
This zone is for Internet websites,
except those listed in trusted and

restricted zones.

' Security level for this zene ‘

Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
J - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

Default level

l Reset all zones to default level

[ oK ” Cancel l Apply




Check the status of essential Security settings

Start > Control Panel > Security > Security Center

@ Windows Security Center

B windows Update Security essentials
=* Windows Firewall
! Windows Defender

Firewall

' Internet Options

& - .
' Get the latest security and
virus information online from
Microsoft

Automatic updating

Malware protection
Change the way Security

ComElEiEe Other security settings

(o]

®

To help protect your computer, make sure the four security essentials below are marked On or OK.
Using Windows Security Center

On © | (v

On @ (Y

Oﬁ 0 | W

OK @ (v

Windows Defender Scans your computer for spyware and protects it against pop-ups, unwanted software

and other security threats.

Windows Firewall blocks unauthorized access while permitting authorized communications between the
computer and the Internet. It is sometimes necessary to disable the Windows firewall temporarily when

installing certain software

The Need for Anti-Virus Protection

Even with all of the Security protections Vista offers and

the protections offered by most major web browsers

and email providers, it is still necessary to install a
separate anti-virus program that updates itself
continually.

Some anti-virus programs are offered for free, and

some you have to pay for. Two of the most established

paid subscription services are McAfee Virus Scan Plus

and Norton Anti-Virus, but there are many others.

Annual costs for one computer start at around $25.00

for some lesser-known programs.

Since rogue anti-virus and anti-spyware software can
oadi
important to know that the source of the program is

trick you into downl

legitimate. One way to know that is to have the

software reviewed by a reputable third-party. A Spring
2009 article in PC Magazine (PCMag.com) compared

Security Suites as reflected in the table on page 8.
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Online excerpt from: The Tech Herald

Rogue anti-Virus earns almost
$34 million a month

by Steve Ragadul 30 2009

€ Ro g wieus iafections are easy to spot. The
create popup warnings and offer scans that seen
come out of nowhere on a system. These scans
warnings will alert you to various issues and infe
and often uskee names of actual Malware to hamr
home a point. This point is fear, and for a price, t
remove these infections.

ABy taking advantage ¢
prey upon willing buyers of their fakieuansioftware,
nd are findirmore and more ways.to get to their
ictirhs' es$e

tools like Facebook and Twitter have become

mai nstream, 0 Corrons &

http://www.thetechherald.com/article.php/200931/415:

antiVirusearnsalmos84millioremonth
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http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month
http://www.thetechherald.com/article.php/200931/4154/Rogue-anti-Virus-earns-almost-34-million-a-month

PC Magazine Review of Paid Security Suites

Note: Prices
based on cover
3 computers.

I

Source: PC Magazine http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp

PC Magazine Review of Free Security Suites

PC Magazine (PCMag.com) also reviewed and rated free security software in an article on June 2, 2009.
Authored by Neil J. Rubenking, the article is entitled , 12 Free Security Software Tools. It can be found at
http://www.pcmag.com/article2/0,2817,2350199,00.asp. The following is an excerpt:

é A Free Suite?
As you can see, it's possible to cobble together a passable security suite using only free utilities. Firewall,
anti-malware, antispam, even parental controld it's all out there for the taking.

Ant-Malware

avast! antivirus 4.8 Home Editon @®®&&OC e

Its virus protectisn't far behind that of the top antivirus products. It removes spyware nearly as well as ,,flp
antispyware, and its resident protection against new infestation is excellent. This is some seriously in § e
considering that it's frepdsonal use. :

2 protec



http://www.pcmag.com/article2/0,2817,2350199,00.asp
http://www.pcmag.com/article2/0,2817,2282699,00.asp
http://www.pcmag.com/image_popup/0,1871,iid=226848,00.asp












































































